T REEEMSR=RE

E TR A 2 BN E TR ERE RINEY

WTER', &', KE', =X°2 @M, T’
(1. A FREME 2T, Th Hx 211169;
2. PEARMAKAEFE TAEKFIRERS TEFR, LH % 210007)

# OE: MRS EF N RS s RS SR EE s, $E T PUF-ECC-Kerberos I S R E 44
INEWMY PEKE. % F H Y FEAS BT 50 [ B %0 (physical unclonable function, PUF) M 1% 4; Kerberos HIiA
ERE, 255 R #2825 182 Celliptic curve cryptography, ECC) LR EWiIE 4, LGS =Rk
Z A B[l B A4 IERI 2 B A #e . 456 Scyther TR AL AT T HIGHIE, X WAV BRI A BRI S 4R FE . £
Fedrdi IR Bl DR B B S 2 M By, [FIRDIE RRAEAR T AP A S R S R s I s A, 2
PERTHE ) 2 A R f .l I S5 A B SGHEAT YERE A LA, 1E— B AIE I T PEKE P SC7E T 55 A I8 A5 Y 4L 77 T
HREMRS, A NECEERE, ATHE S REM AR,

KR WIEA AT sw R R AL Kerbeross Ml 28 20225000 BEAIMNIE; GBCR; (R4

HhESES: TP309

XEkFRERE: A

doi: 10.11959/j.issn.1000-0801.2025096

PUF-based light-weighted anonymous authentication
protocol between vehicles and cloud

LIU Yanan', CAO Lei', ZHANG Zheng', LI Ge?, QIU Shuo', WANG Suhao'

1. School of Network Security, Jinling Institute of Technology, Nanjing 211169, China
2. School of Command and Control Engineering, Army Engineering University of PLA, Nanjing 210007, China

Abstract: In the context of vehicle-to-cloud application server communication within the low-altitude economy, a
novel vehicle-to-cloud anonymous authentication protocol named PEKE was proposed, which was based on PUF-
ECC-Kerberos. The protocol was enhanced by incorporating physical unclonable function (PUF) and integrating the
elliptic curve cryptography (ECC) public-key encryption algorithm to obtain vehicle pseudonyms. This enabled mu-
tual anonymous authentication and key exchange between vehicles and cloud servers to be achieved. Through formal
analysis using the Scyther tool, it was demonstrated that the PEKE protocol not only effectively resisted various secu-

rity threats such as key leakage, masquerade attacks, man-in-the-middle attacks, and reflection attacks, but also en-
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sured the anonymity of vehicle communications in the low-altitude economy, providing robust security guarantees.

Furthermore, performance analysis comparisons with other protocols reveal that the PEKE protocol exhibited signifi-

cant advantages in terms of computational and communication overhead, effectively reducing communication latency

and thereby enhancing the overall system efficiency.
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